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Payroll Security



Legal Disclaimer
This webinar is for informational and educational purposes only. It 
does not constitute legal advice, and cannot constitute legal advice, 
because the authors are not licensed attorneys. Readers should not 
rely or act upon any information presented on this webinar without 
seeking professional legal counsel. The information provided in this 
webinar is general, and based on information available as of the date 
of publishing. Information herein is provided on an “as is” or “as 
available” basis; we make no warranty of any kind to you regarding the 
information provided and disclaim any liability for damages from use 
of the webinar or its content. Please consult an attorney to obtain 
advice with respect to any particular question or issue.
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Family-Owned Payroll & HR Services 
provider headquartered in 
Brecksville, Ohio

Over 57 years of payroll, tax, and HR 
experience, currently serving over 
2,000 small and mid-sized 
businesses nationwide. 

Full range of Payroll and HR services 
and software as a Certified Partner of 
the isolved Network

Ahola Payroll & 
HR Solutions



Agenda • Threats we may face in the 

workplace

• Best practices for validating and 

verifying changes in isolved 

• Ahola’s security measures



Threats Are Common

According to NinjaOne, a national IT 
firm, analysis found that in the U.S., the 
most-Googled type of cybersecurity 
threat in 2024 is phishing, with an 
average of 75,600 searches for the term 
every month.

According to the U.S. Department of 
State, seen back in 2020, the FBI 
estimated that more than $4 billion was 
lost to cybercrime. (Source: 
www.state.gov > cybercrime)

According to Forbes, in 2024, healthcare data breaches reached 
an all time high with 276,775,457 records compromised. That is a 
64.1% increase from the previous year.

Within the same article, “87% of security professionals report that 
their  organization has encountered an AI-driven cyber-attack in 
the last year,  according to a new study by SoSafe, Europe’s 
largest security awareness and human risk management 
solution.”

https://www.forbes.com/sites/chuckbrooks/2025/04/05/key-
cybersecurity-challenges-in-2025-trends-and-observations/ 

http://www.state.gov
https://www.forbes.com/sites/chuckbrooks/2025/04/05/key-cybersecurity-challenges-in-2025-trends-and-observations/


Types of 
Attacks 

Phishing
 The leading tactic used by ransomware hackers. 
Phishing typically comes in the form of an email, chat 
message, or website designed to impersonate a 
legitimate organization. These messages often include a 
familiar logo and branding, and they usually create a 
sense of urgency to prompt immediate action.

Baiting
 This involves offering something enticing, like a music 
download, discount, or branded flash drive, in exchange 
for private information. Once the information is 
provided, malicious software is delivered to the device.

Quid Pro Quo
 This scam involves a request for private data. For 
example, a caller claiming to be from Microsoft or 
Google might offer free tech support in exchange for 
your username and password.



Pretexting
 A hacker impersonates someone the 
victim trusts, usually an authority figure 
such as a supervisor. For example, 
someone posing as an employee’s boss 
may request the worker to purchase 
hundreds of dollars in online gift cards 
and send the activation codes.

Tailgating
 An unauthorized person physically gains 
access to a restricted area or system.

Types of 
Attacks 



What Can isolved Do?

-Multi Factor Authentication

- Reporting 

- Admin Security Roles



Multi Factor 
Authentication 



Multi Factor Authentication

-Logging in from a new device will 
automatically trigger multi factor 
authentication

-Authenticator app compatible

-Resetting options are  streamlined 
and isolved will even auto reset for 
compromised emails.



Reports
• New Employee and Change 

Audit 

• Self Service Management 

• Payroll Acknowledgment



New Employee and Change Audit

-This report displays new 
employees and changes 
made to employee records 
in the current Payroll Run

-Also Refer to the 
Employee Change Log



Self Service Management

- Allows you to view the 
status of all ESS 
accounts in your 
company. This includes 
login tracking and 
mass enabling and 
resetting options.



Payroll Acknowledgement



Ahola Security Protocols

• Dedicated point of contact, only speaking 
with contacts listed on accounts.

• Ahola is SOC compliant.

• We do not normally speak directly with 
employees for security reasons. Requests 
must come from the client admin.

• Disaster recovery.

• Gives clients access to the full 
change log in isolved.



Payroll Security 
Best Practices

• Take advantage of multifactor 
authentication.

• Do not share your login access with anyone!
• All admin users in isolved should follow best 

practices.
• Preview, preview, preview – always review 

before submitting!
• Take advantage of electronic workflow 

approval processes.
• Establish internal policies to ensure 

company data security and integrity.
• Establish defined responsibilities and 

access for each user.



Thank you!

Learning & Development Manager 
Ahola Payroll & HR Solutions

Oscar Mejia
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